NordPass®

Comprehensive

lllt

protection for all

business looking for a way to securely
manage passwords in a user-friendly

C o m p a ny I o g i n S way, NordPass is a necessary tool.”

NordPass is an end-to-end encrypted password manager Infrastructure and Data Protection
that allows users to securely store, manage, and share Officer at Eksae

company credentials. It also helps enforce strong

password policies, monitor user activity, and detect

credential-related vulnerabilities across the organization.

Employee management

Business Admin Panel
User and group management, account access monitoring, and tracking of key (V) (V)
cybersecurity indicators, including credential health, all from one dashboard.

Recovery of locked accounts
Access to user accounts can be restored, enabling data recovery and (V) (V)
preventing the loss of corporate credentials.

Iltems Transfer
Credentials can be reassigned from departing employees to active team (V) (V)
members, ensuring a smooth and secure access transition.

Group management

Groups can be created and managed to grant multiple users the same access 0 0
permissions and enable secure, immediate credential sharing among

members.

Security

xChaCha20-encrypted vault
Passwords, passkeys, credit card details, and other sensitive information are (V) (V)
stored securely.

Password Policy
A centralized password policy can be enforced within the organization to (V) (V)
ensure consistent adherence to security standards.

Password Generator
Unique, complex passwords that meet company policy standards can be Q Q
generated with a single click.

Company-wide settings
Autolock settings for public devices and external sharing permissions can be (V) (V)
managed efficiently from one dashboard.

Granular policies

Specific security policies can be configured for individual users or roles, 0 0
allowing tailored control over access permissions, authentication settings,

and other rules based on user responsibilities.

Sharing Hub
Access to all shared credentials across the organization can be monitored Q (V)
and controlled, preventing excessive sharing and access sprawil.

NordPass Authenticator
A built-in authenticator provides and autofills time-based one-time (V) (V)
passwords (TOTP).

Multi-factor authentication (MFA)
Multi-factor authentication can be set up using authenticator applications, Q Q
security keys, or backup codes to enhance account security.

Network Allowlist Q 0
Employee access can be restricted to approved IP addresses or countries.

Email Masking
Alias email addresses can be generated to protect user identities from (V) (V)
potential cyber threats.

Biometrics
Biometrics can be enabled to simplify logins and add an extra layer of Q Q
protection to business accounts.

Reporting and auditing

Data Breach Scanner
Real-time alerts are provided if company domains, credit card information, or Q
employee credentials are compromised on the dark web.

Password Health

Employee passwords are monitored to ensure compliance with company- 0 0
wide policies and to identify vulnerabilities such as weak, outdated, reused, or

exposed passwords.

Activity Log
All user activity within the company is tracked, including credential creation, Q Q
ownership, and access to shared items.

Activity Log API ° 0
Data from the Activity Log can be extracted via the API.

Ease of use

Autofill and autosave
Logins and purchases are fast and easy with autofilled credentials and credit (v (V)
card information. New data is securely saved in the vault with a single click.

Cross-platform compatibility

Credentials are synchronized across all devices. NordPass is available as a 0 0
browser extension for Chrome, Firefox, Opera, Safari, and Edge, and as a

mobile app for iOS and Android.

Password History
Previous versions of passwords can be reviewed, restored, and tracked for (V) (V)
changes.

Password import
Passwords can be imported from other browsers and password managers, (v (V)
consolidating all corporate credentials securely in one place.

Offline Mode
The vault remains securely accessible without an internet connection, (V) (V)
suitable for travel or low-connectivity situations.

Secure Sharing
Credentials and sensitive data can be shared with individual users or groups, (V) (V)
with adjustable sharing permissions and time-limited access.

Shared Folders
Multiple passwords and sensitive data can be shared within a team using Q Q
folders with centralized access controls.

Integrations
Single sign-on (SSO) with Google Workspace SSO (V) (V)

Single sign-on (SSO) with Entra ID, MS ADFS, and Okta

User and Group Provisioning with Entra ID and Okta

Integration with Splunk® and Microsoft Sentinel

O & & ©
O 0 0 o

Integration with Vanta

Professional support

24 /7 expert support 0 0
Round-the-clock client support from the NordPass team.

Help Center and other resources
Access to a self-service knowledge base, featuring in-depth articles, product (V) (V)
guides, and tutorial videos.

@ Free Premium plan for all users is included

Provided the company’s Business plan is active, each company member can redeem their Premium account (for personal use only)
directly from the NordPass vault — no extra steps required.

NORD SECURITY
Business Suite

An all-in-one set of cybersecurity products

NordPass’ m NordLayer® NordStellar: Developed by the creators of
NordVPN
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Have any questions?

Get in touch with the NordPass team at support.business@nordpass.com HIPAA

COMPLIANT
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